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Your Perimeter Will Be Breached 
 

Session description: Your law firm will be hacked. What do you do when that happens? How do you 

mitigate the damage done? Join us for a technical discussion on what you can put in place that will help 

you identify where you have been hacked and how to get rid of the threat. 

Takeaways: 

• Determine a list of things to check when you're back in the office 

• Identify ways to find intruders in your perimeter and mitigate risk 

 

 

This session will focus on 10 “blue team on a budget” tips designed to help you better defend your 

network using free tools and scripts.   Specifically, the tips discussed will include:  

 

Tip 1: Enable file auditing 
Out of the box, Windows servers need a little tweaking to get more value out of their file auditing 

capabilities.  Check out this Microsoft article (https://gallery.technet.microsoft.com/scriptcenter/How-

to-audit-changed-39afba72) which provides guidance not only for enabling detailed auditing, but also a 

PowerShell script you can run to easily audit changes to specific folders. 

 

Tip 2: Install Sysmon 
According to the download page (https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon), 

Sysmon is a “Windows system service and device driver that, once installed on a system, remains 

resident across system reboots to monitor and log system activity to the Windows event log.”  I like to 

call it “system log on steroids!”  Sysmon is incredibly helpful in logging events that you may need to 

reference in light of an incident, such as process creation/termination, network connections and file 

creation timestamps.  Sysmon works great when paired with a good config file like this one 

(https://github.com/SwiftOnSecurity/sysmon-config).  

Tip 3: Install an onion 
Security Onion (https://securityonion.net/) is “a Linux distro for intrusion detection, network security 

monitoring, and log management. It’s based on Ubuntu and contains Snort, Suricata, Bro, OSSEC, Sguil, 

Squert, ELSA, Xplico, NetworkMiner, and many other security tools.”  It is relatively quick and easy to 

setup, and can give some great insight as to what’s going on in the underbelly of your network. 

 

https://gallery.technet.microsoft.com/scriptcenter/How-to-audit-changed-39afba72
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https://securityonion.net/
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Tip 4: Don’t put too much faith in shiny boxes 
It’s important not to put too much trust in things like DLP, Web filtering, IDS/IPS, etc. as they all have 

weaknesses.  A good example is endpoint protection.  The Black Hills Information Security group did an 

interesting post (https://www.blackhillsinfosec.com/?p=5555) about how easy it is to bypass AV and run 

Invoke-Mimikatz (https://github.com/PowerShellMafia/PowerSploit/blob/master/Exfiltration/Invoke-

Mimikatz.ps1), a popular tool for dumping cleartext passwords. 

 

Tip 5: Keep an eye on Active Directory 
It’s important to receive alerts when key attributes of your Active Directory change.  At a minimum, you 

should know when members are added or taken out of privileged groups such as Domain 

Administrators.  Tools like Netwrix (https://www.netwrix.com) or PowerShell scripts 

(https://github.com/lazywinadmin/Monitor-ADGroupMembership) can help keep tabs on these types of 

important events. 

 

Tip 6: Meet RITA 
RITA (Real Intelligence Threat Analytics) from Black Hills Information Security 

(https://github.com/ocmdev/rita) can ingest Bro (https://www.bro.org/) logs and bring suspicious 

network traffic patterns to your attention, such as beaconing, DNS tunneling and port-scanning. 

 

Tip 7: Deploy a Canary 
If you’ve got a Raspberry Pi or low-spec’d virtual machine handy, it’s pretty easy to spin up a Canary 

(https://github.com/thinkst/opencanary).  A Canary is basically a machine that looks/feels like a real 

network node but is designed to alarm administrators whenever someone connects on any of its open 

ports. 

 

Tip 8: Use strong passwords 
Microsoft has a good best practices paper (https://technet.microsoft.com/en-us/library/ff741764.aspx) 

providing guidance on the recommended password configuration to enforce via Group Policy.   

 

Tip 9: Install LAPS 
Microsoft’s Local Administrator Password Solution (https://www.microsoft.com/en-

us/download/details.aspx?id=46899) is a free and simple way to strengthen and randomize the local 

Administrator passwords across your enterprise.  Free tools such as Thycotic Privileged Account 

https://www.blackhillsinfosec.com/?p=5555
https://github.com/PowerShellMafia/PowerSploit/blob/master/Exfiltration/Invoke-Mimikatz.ps1
https://github.com/PowerShellMafia/PowerSploit/blob/master/Exfiltration/Invoke-Mimikatz.ps1
https://www.netwrix.com/
https://github.com/lazywinadmin/Monitor-ADGroupMembership
https://github.com/ocmdev/rita
https://www.bro.org/
https://github.com/thinkst/opencanary
https://technet.microsoft.com/en-us/library/ff741764.aspx
https://www.microsoft.com/en-us/download/details.aspx?id=46899
https://www.microsoft.com/en-us/download/details.aspx?id=46899
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Discovery (https://thycotic.com/solutions/free-windows-privileged-account-discovery-tool/) can help 

you scan your network and identify all the local administrator accounts, and then once those accounts 

are cleaned up and standardized, you can use LAPS to make each administrator account have a unique, 

strong password. 

 

Tip 10: Scan and patch all your things! 
It’s easy to get started in proactively scanning your environment for vulnerabilities using tools like 

OpeNVAS (http://www.openvas.org/) and Nmap (https://nmap.org/).  You can also get your feet wet in 

automating the deployment of Windows OS and third-party patches with tools like ManageEngine 

(https://www.manageengine.com/products/desktop-central/free-remote-windows-desktop-

administration-software.html). 

https://thycotic.com/solutions/free-windows-privileged-account-discovery-tool/
http://www.openvas.org/
https://nmap.org/
https://www.manageengine.com/products/desktop-central/free-remote-windows-desktop-administration-software.html
https://www.manageengine.com/products/desktop-central/free-remote-windows-desktop-administration-software.html

